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NHOPOPMALIMOHHASA ITAMSATKA
JJIA OBYYAIOIUXCSA IJ151 PASMEIIEHUSA
HA O®OULUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIAbIM TI'OJOM MOJOACKHW B HMHTCPHCTC CTAHOBUTLCA 60.]1131116, a
MKOJBbHHUKHM OJHHM H3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KI[y TCM,
IIOMHMO OI'POMHOI'O KOJMYCCTBA BOSMO}KHOCTeﬁ, HHTCPHCT HCCCT U HpO6JI€MBI.
OTa maMsTKa JOJDKHA IIOMOYb TeOe O0e301macHo HaXOOUTHCA B CCTH.

KoMmnbrorepHbie BUPYChI

KomnbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTh KOMIIBIOTEPHBIX MPOTPAMM,
OTJIMYUTENIBHOW 0COOEHHOCThIO KOTOPOM SIBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHUIO.
B nmomonHeHne K 3TOMyY, BUPYCHI MOTYT MOBPEAUTH WM MOTHOCTHIO YHUUTOXKHUTH
Bce (pailyibl U JaHHBIE, TOJAKOHTPOJIBHBIC MOJIb30BATENI0, OT UMEHH KOTOPOTO ObLIa
3allyllleHa 3apa)XeHHas IMporpamma, a TakXe MOBPEIUTh WIN J1aXXe YHUYTOXHUTb
OIEPaLlMOHHYIO CUCTEMY CO BceMH (haiimamu B 1enoMm. B GonbuiHcTBE citydaeB
PacpOCTPaHSAIOTCS BUPYCHI Uepe3 MHTEPHET.

MeTtoapl 3aIUTHI OT BPEIOHOCHBIX NPOTPaAMM:

l. I/ICHOHLBYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CUCTCMbI, UMCIOIITHUC CCpBGSHBIﬁ
YPOBCHDB 3allIUTHI OT BPCAOHOCHBIX ITPOIrpaMM,

2. IlocrossHHO ycTaHaBnuBaiW mayTH (UUQPOBBIE 3aIIaTKHA, KOTOPHIE
ABTOMATUYECKM YCTAHABJIMBAIOTCA C LEJIbI0 JOPaOOTKM MPOrpamMMbl) U ApPyrue
OOHOBJICHHSI CBOEH omepanuoHHON cucTteMbl. CKauumBai WX TOJBKO C
opurmanpHoro  caiita  paspadorunka OC. Ecam cymecTtByeT  pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEpE IO IpaBaMH IOJb30BATENsl, a HE
aAMUHUCTpPATOpPa. OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpamMm
WHCTAJUIAPOBATHCS HA TBOEM IIEPCOHATILHOM KOMITBIOTEPE;

4. Hcnonb3yid aHTUBHUPYCHBIE TIPOTPaMMHBIE MPOIYKTHI HM3BECTHBIX
MPOU3BOAMUTENEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannup (pU3NYECKUNA JOCTYIT K KOMIBIOTEPY ISl HOCTOPOHHHUX JIMILI;

6. Vcnonp3yll BHEIIHWE HOCUTENU HHGPOpMAIMH, Takue Kak (uielka, JUCK
WK Gaitn u3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB,;

7. He OTKpbIBaii KOMIIbIOTEpHBIEC (halibl, MOJYYEHHBbIE W3 HEHaJEKHBIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpbIE MpUcanl TBOM 3HAKOMBbIH. Jlyunie yTounu



y HETO0, OTIIPABJISUI JIU OH TeOe UX.
Cerun WI-FI

Wi-Fi - 3T0 He BuJ nepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETrO JIUIIh OpeHI,
Mapka. Eme B 1991 roay HuaepiaHjackas KOMIIAHHUSI 3aperuCTpUpoBasia OpeH]
"WECA", uyro o0o3navano cinoBocouetanue "Wireless Fidelity", xoTopsiii
MEePEeBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamiero BpeMeHM jAouuia apyras abOpeBuaTypa, KOTopas sBISETCS TaKoi
ke TexHosorued. IOto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHaapT Bbicuield 3BykoBoil TexHuku Hi-Fi, uto B mepeBone
O3HA4aeT '"BBICOKAs TOUHOCTB".

Jla, GecriaTHBIA WHTEPHET-TOCTYN B Kade, OTeIsIX M a’poropTax SBISETCS
OTJINYHOM BO3MOKHOCTHIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThl CUMUTAIOT,
yT0 obmieaoctynHbie Wi-Fi ceTu He sBIsitoTCs 0€30MacHbBIMU.

CogeTsl 110 0€301aCHOCTH PabOTHI B 00IIETOCTYIHBIX ceTax Wi-fi:

1. He nmepenasaii cBoro JnuHy0 uHGoOpManuoo yepe3 ooduenoctymnasie Wi-Fi
cetn. Paboras B HHX, JKEeNIaTeNIbHO HE BBOJWUTH IAPOJU JOCTyIa, JIOTHHBI U
KaKHe-TO HOMEpa;

2. Ucnonb3yil 1 OOHOBIIAM aHTUBHPYCHBIE MporpamMmbl U OpanaMayep. Tem
caMbIM Thl 00€30MacuIIb ce0sl OT 3aKauKH BUpPyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonb3oBannu Wi-Fi otkimroun dyskiuio "OOmuii 1octyn k (aitinam
u npuHTepam". [laHHas (yHKIUS 3aKphIiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
M0JI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe Win y4eoe;

4. He wucnonw3yit nyomuunsii WI-FI nns mepegaum JUYHBIX JaHHBIX,
HanpuMmep U1l BbIX0Ja B COLMAIIbHBIE CETU WX B AJIEKTPOHHYIO IIOYTY;

5. Wcnonp3yi Tonpko 3anuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAU UMEHHO "https://";

6. B MoOunsHOM Tenedone orkmoun Qyskuuio "Tloakmouenune xk Wi-Fi
aproMarnuecku". He momyckall aBTOMAaTHYECKOI'O MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbie ceTH

CornmanbHble CETH aKTUBHO BXOJIAT B HAIlly JKU3Hb, MHOTHE JIIOAU PaboTaloT U
KUBYT TaM IOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan MuuIMaps 4eyoBeEK,
YTO SABJISIETCSI OJTHOM CEIbMOM BCeX KUTeel miuaHeThl. MHOTHE MOJIb30BATENN HE
NOHUMAIOT, YTO MH(pOpMaIMs, pa3MelIeHHass UMH B COLUAIBHBIX CETSIX, MOXET
ObITh HallIeHa M HKCIOJb30BaHA KEM YIOJHO, B TOM YHUCJIE HE 00S3aTENbHO C



OJIaruMU HaMEPEHUSIMHU.
OCHOBHBIE COBETHI 110 O€30MIACHOCTH B COLIMATIBHBIX CETSIX:

1. Orpannub cnucok apy3eil. ¥ 1e0s B Ipy3baxX HE JOJKHO OBITh CIy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammiaii CBOO YacTHYIO *U3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXIEHUSA W JPYTyH0 JUYHYI0 HHPOpPMANU0. 3JI0yMBIIIICHHUKA
MOTYT HCHOJB30BaTh JaK€ HMHPOPMALMIO O TOM, KaK Thl U TBOU POJIUTEIH
MJIAHUPYETE MPOBECTU KAHUKYJIbI,

3. 3amuinail CBOI penyTaluio - AEPKU €€ B YUCTOTE U 3a/1aBail cede BOIpoc:
XoTen OBl ThI, YTOOBI JAPYTrHE TMOJIH30BATEIN BHUICIH, YTO ThI 3arpykaemib?
[Togymaii, mpeskie 4eM 4TO-TO OMyOJIMKOBATh, HAMIMCATh U 3arPYy3UTh;

4. Eci Thl rOBOpULIBL C JIFOABMHU, KOTOPBIX HE 3HAEIIb, HE HCIIOJIb3YH CBOE
peasbHOE UM U JPYTYIO JIMYHYI0 MH(OPMAIUU: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U TpoUee;

5. U36eraii pazmemenus dotorpaduii B uTepHeTe, rie Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIPEICITUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpauuu B COIMAIBLHOW CETH HEOOXOAUMO UCIOIb30BaTh

CJIOKHBEBIC H&pOJ’II/I, COCTOdAIIINEC U3 6YKB 41 I_II/I(i)p U C KOJIMYECCTBOM 3HAKOB HEC MCHECC
8;

7. Jlns conuanbHOW CETH, TMOYTHI M JAPYTUX CaWTOB HEOOXOJIUMO
MCIIOJIB30BaTh pa3Hble Maposiau. Toraa eciu Te0s B3JIOMAIOT, TO 37I0YMBIIIJIEHHUKH
MOJIy4aT AOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHbIE IeHbIH

DJIEKTPOHHBIC JICHBI'M - ATO OYCHb YIOOHBIM CIIOCOO IUIATEeXKEH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTSAT MOJTYUYUTh 3TH JICHBTH.

DJIEKTPOHHBIEC JI€HBI'M MOSIBUINCH COBCEM HEAABHO W MMEHHO M3-3a 3TOrO BO
MHOTHX FOCyAapCTBax /10 CHX IOP HE NPOMMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM (PYHKITMOHHPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TJIE UX
pa3nensioT Ha HECKOJIBKO BUOB - aHOHMMHBIC W HE aHOHUMHBIC. Pa3HuIa B ToM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOJUTH OMEpamuu 0e3
uAeHTU(UKAIIIY TT0JIH30BATENs, & B HEAHOHUMHBIX WICHTU(UKAIUS TTOJIH30BATEIS
SIBJISIETCS 0053aTEIbHOM.

Taxxke criemyeT pa3iauyarh dJIEKTPOHHbIE (uaTHbBIE JEHBIM (paBHBI
rOCYJJapCTBEHHBIM BaJllOTaM) W SJIEKTPOHHbIC He(pUATHBIC ICHBI'M (HE PaBHBI



roCyJapCTBEHHBIM BAJIFOTaM).
OcCHOBHBIE COBETHI 110 O€3011aCHON paboTe C ITEKTPOHHBIMU JE€HbIAMHU:

1. ITpuBsixku K cueTy MOOWIIbHBIN TeneoH. DTO caMblil yAOOHBIM U OBICTPBIN
Croco0 BOCCTAHOBUTH NOCTYN K cuety. lIpuBsizanHblii TenedoH MOMOXKET, eciu
3a0yJenip CBOM IJIATEXKHBIM MapoJib WM 3aijiellb Ha CalT C HE3HAKOMOIO
YCTPOMCTBA;

2. HUcnonw3y#ét onHopa3oBble mnaponu. Ilocie mnepexoma Ha YCHICHHYIO
aBTOpU3alMI0 TeOe yke He OyAeT YrpoKaThb OMAaCHOCTh KpaKW WIIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BwiGepu cnoxsbiii maposb. IIpectynHukam Oyaer HE MPOCTO yrajaaTh
CJI0>KHBIN mapoJib. HazexHble mapoiu - 3T0 napoJiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B CeOS CTPOYHbIE M TPOMUCHBIE OYKBBI, LUDPHI U
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HaK JoJulapa, pyHTa, BOCKIULATEIbHBIA 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JAHHBIE HA CAlTaX, KOTOPHIM HE JOBEPSIEIIb.
DJIeKTPOHHASA MOYTA

DIIEKTPOHHAS. MOYTa - 3TO TEXHOJOTHS U MPEAOCTABISIEMBIE €0 YCIYTH IO
MEPECHUIKE W MOJYYCHHUIO JIEKTPOHHBIX COOOIIECHU, KOTOPBIE PacIpeIesTtoTCs B
KOMIbIOTEpHOU ceTH. OOBIYHO DJJICKTPOHHBIM TOYTOBBIA SIIIUK  BBITJISJIAT
CIICAYIOIIMM 00pa3oM: UMs_TOJIb30BaTeIsI(@uUMs_joMeHa. Takke KpoMe rnepenadu
MIPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh TIepeiaBaTh (haibl.

OcHOBHBIE COBETHI IO 0€30MacHON PaboTe C IEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA ITOYTOBBIM cepBHC. B HWHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JYUIIE TOBEPATH TEM,
KOI'0 3HACIlb U KTO MEPBBIA B PEUTHHTE;

2. He yka3bIBaii B TUYHOM mouTe JWYHYIO HHPopMmamuio. Hanpumep, mydie
BbIOpaTh "My3bikanbHbIN _(panat@" wim "pok2013" BmecTo "Temal3";

3. Hcnonb3yil JBYXATAlHYIO aBTOPU3ALMIO. DTO KOIJa MOMHUMO Mapois
HY>KHO BBOJUTH KOJI, MpUChUIaeMblid 10 SMS;

4. Beibepy CIOKHBIN Maposib. [ KaX0T0 MOYTOBOTO SIIMKA JTOJKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY NapOJb;

5. Ecim ecTtb BO3MOXKHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC,
HCTIO0JIb3YH 3TY BO3MOXKHOCTb;



6. Hcnonb3ylh HECKOJIBKO TIOYTOBBIX SAIIMKOB. IIepBbli 111 4acTHOM
MEPEeNUCKU C aJpecaTamMu, KOTOPBIM Thl JOBEpsICIIb. ITO 3JESKTPOHHBIN aJpec He
HaJI0 UCIOJIH30BaTh MPH pEerucTpaluy Ha GopyMax U carax;

7. He oTkpswiBail (aiinbl M Ipyrue BIIOKEHUS B NMUCbMax, JaXe €CIH OHH
IOPUILIM OT TBOMX Apy3eil. Jlyume yTouHHM y HUX, OTHPaBJISUIM JIM OHU TeOE 3TH
(haiibr;

8. Ilocne oxoH4aHusi pabOTHl HA TOYTOBOM CEPBUCE TEPed 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0yab HaxaTh Ha "Beiidtu".

KﬂﬁepﬁyJIJII/IHI‘ HJIA BUPTYAJIBHOEC U3€BATC/ILCTBO

KubepOymmmar - MpeciieIOBaHue COOOIIIECHUSMH, coaepKaluMu
OCKOPOJICHUS, arpeccuto, 3alyrUuBaHue; XYJIUTAHCTRBO; COILIMAJILHOE
OOMKOTHUPOBAHHKE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KHOESPOYIUTHHTOM:

1. He 6pocaiics B 60oi. Jlyummii criocod: mMOCOBETOBAaThCS KaK ceOsi BECTH U,
€ClIi HEeT TOro, K KOMY MOKHO OOpaTHTHCS, TO BHaJalle YCIIOKOUThCs. Eciu Th
HaYyHelllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUS, TO TOJIHKO elle OoJiblie
pa30AOKeIIb KOH(IIHUKT;

2. YrpaBnsiii cBoel kuOeppermmyTaue;

3. AHOHMMHOCTb B CETH MHHMas. CYIIICCTByIOT CIIOCOOBI BBISICHUTB, KTO
CTOUT 3a AHOHHUMHBIM aKKayHTOM;

4. He crout BecTM XyNHWTaHCKUU 00pa3 BUpPTyaldbHOW Xu3HHU. MHTEpHET
dbuKcUpyeT BCe TBOW JEWUCTBHUS M COXpaHSET MX. YJaduTh ux OyAeT KpalHe
3aTPYIAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIBHYIO YECTh CMOJIONY;

6. WrHopupyit emuuHuuHBIA HeratuB. OHOpPA30BBIE OCKOPOHWTEIBHBIC
cooOmIeHusT Jy4ine urHopupoBaTh. OOBUHO arpeccusi MpeKpamaeTcs Ha
HayvaJIbHOM CTaJ UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMHU, B
COIIMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKH COOOIICHUN C
OIPEJEIICHHBIX a/IPECOB;

8. Ecnu ThI cBUaeTens kubepOyuHra. TBou NeHCTBUS: BBICTYNUTh MPOTUB
rpeciieioBaTess, M0Ka3aTb €My, 4TO €ro JACHCTBUS OLEHUBAIOTCS HEraTUBHO,
MOJJIePKaTh JKEPTBY, KOTOPOM HY)KHA IICHXOJIOTHYECKAs IOMOIb, COOOIIUTH



B3POCIBIM O (haKTe€ arpeCCUBHOTO TTOBEACHUS B CETH.
MooOunabHbIi TesaedoH

CoBpemeHHble cMapT(OHBI U TUTAHIIETHI COJIEPkKAT B ce0e BIIOJIHE B3POCIIBIM
GyHKIIMOHAN, U TeNepb OHM MOTYyT KOHKYpPUPOBAaTh CO CTallMOHAPHBIMU
KoMmbroTepamMu. OHaKO, CPEACTB 3alUTHI 711 TOJOOHBIX YCTPOMCTB MOKA OYEHb
Mmajo. TecTupoBaHME€ U TIOMCK YSI3BUMOCTEM B HHUX MPOUCXOJUT HE Tak
uHTEeHCUBHO, Kak aiis [1K, To ske camoe kacaeTcst 1 MOOMIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOUITEHBIE Opay3ephl y)Ke MPAKTHUECKH JTOTHAIA HACTOIhHBIC
aHaJOTHU, OJIHAKO pacliupeHue (yHKIHMOHAIa BJIEYET 3a COOOM OOJIBIIYIO
CJIO)KHOCTh ¥ MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlaneko He BCE MPOU3BOJMTENIM BBITYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI1 0€30MTaCHOCTH MOOUITLHOTO Tese(oHa:

Hudero He sBisercs IMO-HACTOAIICMY OecIuIaTHBIM. By,Z[B OCTOPOIKCH, BCIb
Koraa Tebe npeajiararoT OecIuIaTHBIN KOHTCHT, B HEM MOI'YyT OBITH CKPBITHI
KaKHC-TO IIJIAaTHBIC YCIIYT'H,

Hymaii, npexae ueM otmpaBuTh SMS, ¢oto miu Buaeo. Thl TOYHO 3HAEUID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIISTH ONEPAIMOHHYIO CUCTEMY TBOET0 cMapT(hOHa;
Hcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JIJ1s1 MOOUJIBHBIX TEIE(OHOB;

He 3arpykaii mpwiIO)KeHHsS OT HEU3BECTHOTO HCTOYHHKA, BEAb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE IMTPOTrPAaMMHOE 00eCIICUCHHE;

[Tocme TOro Kak ThI BHIMIEIIL C CaiTa, TJe BBOAWI JUYHYIO HH(POPMAIIHIO,
3aiiiu B HACTPOIKK Opaysepa u yaainu cookies;

Ilepnoguyecku npoBepsii, KakKUe IUIATHBIE YCIYTH aKTUBHUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBoii HOMEp MOOUIBHOTO TeledoHa TOJBKO JIIOASIM, KOTOPBIX ThI
3HaeIllb U KOMY JIOBEpSEIIIb;

Bluetooth momxen ObITh BBIKIIOYEH, KOTJa Thl MM HE Moib3yemibcs. He
3a0bIBail MHOT 1A IPOBEPATH 3TO.

Online urpsi



CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPaco4HbIe, 3aXBaThIBAIOIIUE
pa3BiICUCHUS, OOBCAMHSIONIME COTHH TBHICSY YEJIOBEK IO Bcemy Mupy. Mrpokum
HCCIIEAYIOT JaHHBIM UM MHUp, OOIIAIOTCS APYT C APYrOoM, BBITIOJTHSIOT 3aJaHus,
CpaXarTCsd C MOHCTPAaMHM M TMOJy4YalOT OMBIT. 3a yAOBOJILCTBUE OHHU ILIATST:
MOKYTAIOT AUCK, OIJIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAOT KAaKUE-TO OTIIUH.

Bce 311 cpeacTBa uayT Ha noAzepKaHUE U Pa3BUTHE UIPHI, & TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPU3AIIMH, BBIITYCKAIOTCS HOBBIC
naTyu (Lu@poBbIe 3aIIATKU JUIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CToOuT OIIaCaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO

Kpa>Kd TBOETO IMapoJisi, HA KOTOPOM OCHOBaHa CUCTEMAa aBTOpU3aLUK OOJIBIITUHCTBA
Urp.

OcHOBHEIE COBETHI IO O€30IIaCHOCTH TBOETO HI'POBOT'0 aKKAayHTa:

1. Ecnu apyroit urpok BeaeT ceOsi TIOXO WM CO3/1aeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxainylics aAMUHUACTPATOpPaM UIPhI HA MJI0XO0€ MOBEAEHUE ITOTO UIPOKa,
KEJIATEJIbHO NPUJI0KUTh KaKUEe-TO J0KA3aTeNIbCTBA B BUAE CKPUHOB;

3. He yxa3biBaii TuuHyo nHGOpMALHIO B Tpodaiiie Uurpsl;
4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranapnuBaii HeopuiinaabHbIe AT U MOJIBI;

6. Mcrionb3yil CII0KHBIEC U Pa3HbIE MapOIIY;

7. JJaxe BO BpeMsl UTPbl HE CTOMT OTKJIFOYATh aHTUBHUPYC. [I0Ka Thl Urpaeiip,
TBOM KOMIBIOTEP MOTYT 3apaA3UTh.

OUINUHT WA Kpa’ka JUIHbIX JaHHbIX

OOBIYHOM KpaXKkel JIEHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yAUBUILb, HO
C pa3BUTUEM MHTEPHET-TEXHOJOTUN 3JO0YMBIIUJICHHUKH TMEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEIIOM.

Tax mnosBuUIach HOBas yrposa: HHTEPHET-MOLIEHHMYECTBA WJIM (DUIIMHY,
IJIaBHas 1I€JIb KOTOPOrO COCTOUT B IOJIYYEHHH KOH(QUICHIMAIBHBIX JaHHbBIX
M0JIb30BaTeNe - JIOTMHOB W mapoiei. Ha anrnmiickom si3bike phishing unrtaercs
kak ¢pummHr (ot fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI IO 00pbOE € (PUITUHTOM:

1. Cnegn 3a cBOMM akkKayHTOM. Eciu Thl MOJI03peBaciilb, 4TO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXOoAMMO  3a0JIOKUpOBaTh €€ U  COOOIIUTH



aIMHHHCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. I/ICHOHBSYﬁ Oe3omacHbIe B€6-CaﬁTBI, B TOM YHUCJIC, HHTCPHCT-MAra3dnHOB U
ITIOMCKOBBIX CUCTCM,

3. Hcnonb3y#il cnoxkHble W pa3Hble mapoyu. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKNA TIOMydYaT JOCTYH TOJBKO K OJHOMY TBOEMY
PO U0 B CETH, a HE KO BCEM;

4. Ecim Tebs B3IOMaM, TO HEOOXOJMMO MPEAyNpPEeauTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIC JI00aBJIECHBI y TEOS B APY3bsAX, O TOM, UYTO T€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHU OYJIET pacChlIaThCsl CllaM U CChUIKU Ha (PUIITMHTOBBIC
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKJII0YM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpbiBail (aiinbl M Ipyrue BIIOKEHUS B NUCbMax, JaXe €CIH OHH
IPUILIM OT TBOMX Apy3eil. Jlydme yTouHHM y HUX, OTHPaBJISUIM JIM OHU TEOE 3TH
Gbaib.

u¢posas penyranus

[udposast pemyTalus - 3TO HEraTUBHAS WM MO3UTHUBHAA HH(OPMALIUS B CETH
o tebe. Komnpomerupytomass uHbopMaius, pa3MeIleHHas B UHTEPHETE, MOKET
CEpbEe3HBIM O00pa30oM OTpa3UThC Ha TBOEH peanbHOM Ku3HHU. "lludposas
penyTanus" - 3T0 TBOM UMUK, KOTOPBIM hopmupyercs u3 uHbopmaiuu o Tede B
UHTEPHETE.

TBoe MecTo XHUTENbCTBa, y4eObl, TBO€ (PMHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE ATO HAKATIIIMBAETCS B CETH.

MHorue nOoAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K NyOJUKAIMU JTUYHOU
uHpopmanuu B VMHTEpHETE, HE MOHUMAs BO3MOXKHBIX MOCIEACTBUN. Thl naxke He
CMOJKEIb OrafaThCsa O TOM, 4TO (hoTorpadus, pa3MelleHHas S5 JeT Ha3aj, cTajla
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

Kommenrtapuu, pasmenienue tTBoux ¢otorpaduil U Ipyrue ASUCTBUS MOTYT
HE HCYE3HYTh Ja)k€ IMOCIe TOro, Kak Thl MX yJanulb. Tl HE 3HAEWIb, KTO
COXpaHWJI 3Ty HHQOpMaIMIO, ToNajga JIM OHA B TIOMCKOBBIE CHCTEMBI U
COXpaHWJIACh JIM OHA, a I[JIABHOE: YTO MOIyMAaloT O TeOe OKpyXkKarolue JIOJH,
KOTOpbIE HAWAYT U yBUAAT 3To. Haiftn mHpOpMAIINIO MHOTO JIET CIIYCTS CMOXKET
JT1000# - KaK U3 H0OpbIX MOOYX ACHUH, TaK U C HAMEPEHHEM MPUYUHUTD Bpe. ITO
MOJKET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3AIIUTE LUPPOBON PEMYTALINH:



1. Tlogymaii, mpexxae yeM 4To-TO MyOJIMKOBaTh U MepeaaBaTh y ceOst B Oyore
WJINA B COIMAJILHOM CETH;

2. B Hactpoiikax npodusisi yCTaHOBH OTIpaHUYEHHUS HA MPOCMOTP TBOETO
npouIsl U €ro COAECPAKUMOTro, cliesai ero ToabKo "t Apy3eit”;

3. He pa3memait 1 He ykaspiBail WH(POpMAIHIO, KOTOpast MOKET KOTO-JIH00
OCKOPOJIATH WIIH OOMKATh.

ABTOpCKOE IPaBo

CoBpeMEHHbIE  IIKOJIBHUKA - AaKTUBHBIE TOJh30BaTEeNd  ITU(POBOTO
npocTpancTBa. OAHAKO MAJIEKO HE BCE 3HAIOT, 4YTO I[0Jb30BAHUE MHOTUMU
BO3MOXHOCTSIMU  LUppoBOoro  mMupa TpedyeT  coONIOACHUS  TpaB  Ha
MHTEJIEKTYaJIbHY0 COOCTBEHHOCTb.

Tepmun "WHTEIEKTyaldbHasi COOCTBEHHOCTH"' OTHOCUTCS K Pa3IuYHBIM
TBOPEHUSIM YEJIOBEUYECKOIO0 yMa, HAayWHas C HOBBIX H300pETEHU U 3HAKOB,
0003HaYaIONIUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHUYMBAs KHUTAMH,
dboTorpadpusiMu, KHUHOPHUIbEMAMHU U MY3bIKQIbHBIMU TPOU3BEICHUSAMH.

ABTOpCKME TIpaBa - 3TO MpaBa HAa WHTEJUJIEKTYaJIbHYI0 COOCTBEHHOCTb Ha
MPOU3BEICHUSI HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KaueCcTBE TapaHTHH TOTO, YTO WHTEJUICKTYaJIbHBINA/TBOPUYECKUN TpPyJ aBTOpa HE
OyneT HampacHbIM, JacT €My CIIpaBeJIMBbie BO3MOXXHOCTH 3apaboTarh Ha
pe3yibTaTax CBOETO TpyJa, MOJYYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 0Oe3
paspelieHus aBTOpa HE  MOXKET BOCIPOM3BOJIUTH €r0  IMPOU3BEICHUE,
pacrpocTpaHsiTh, MYOJUYHO JEMOHCTPUPOBATH, MPOJABaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJWYHO WCTOJHATH, MOKA3bIBATH/UCIIONHITL B d(UPE WU
pa3mewars B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOIO 00€CieUeHHsI MOKET IPUBECTH
K MHOTUM PHUCKaM: OT NOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJJOKUPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJEHA HeneraibHas mnporpamma. He crout Takxke
3a0bpIBaTh, YTO CYILECTBYIOT JIETAJbHbIE W OECIUIaTHBIE MPOrpaMMBbI, KOTOPbIE
MOYKHO HalTH B CETH.

O nopraJe

CeteBu4OK.p( - TBOH TTaBHBIN COBETYMK B CETH. 371€Ch Thl MOXEIH Y3HATh O
0€30MacHOCTH B CETH TMOHATHBIM M JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe NPHUHATH ydacTHE B
KOHKYpCaXx U CTaTh CaMbIM ITU(PPOBBIM IrpaxkJaHUHOM!






